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Independent Service Auditor's Report 

 

Archer RE, Inc. 

Scope 

We have examined Archer RE, Inc.'s accompanying assertion titled "Assertion of Archer RE, Inc. Management" (assertion) that the 
controls within Archer RE, Inc.'s Archer (system) were effective throughout the period June 03, 2025 to September 03, 2025, to provide 
reasonable assurance that Archer RE, Inc.'s service commitments and system requirements were achieved based on the trust services 
criteria relevant to Security, Availability, and Confidentiality (applicable trust services criteria) set forth in TSP 100, 2017 Trust Services 
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus—2022) in AICPA, Trust 
Services Criteria. 

Service Organization’s Responsibilities 

Archer RE, Inc. is responsible for its service commitments and system requirements and for designing, implementing, and operating 
effective controls within the system to provide reasonable assurance that Archer RE, Inc.'s service commitments and system 
requirements were achieved. Archer RE, Inc. has also provided the accompanying assertion about the effectiveness of controls within the 
system. When preparing its assertion, Archer RE, Inc. is responsible for selecting, and identifying in its assertion, the applicable trust 
service criteria and for having a reasonable basis for its assertion by performing an assessment of the effectiveness of the controls within 
the system. 

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that controls within the 
system were effective throughout the period to provide reasonable assurance that the service organization’s service commitments and 
system requirements were achieved based on the applicable trust services criteria. Our examination was conducted in accordance with 
attestation standards established by the AICPA. Those standards require that we plan and perform our examination to obtain reasonable 
assurance about whether management’s assertion is fairly stated, in all material respects. We believe that the evidence we obtained is 
sufficient and appropriate to provide a reasonable basis for our opinion. 

Our examination included: 

• Obtaining an understanding of the system and the service organization’s service commitments and system requirements. 
• Assessing the risks that controls were not effective in achieving Archer RE, Inc.'s service commitments and system requirements 

based on the applicable trust services criteria.  
• Performing procedures to obtain evidence about whether controls within the system were effective in achieving Archer RE, Inc.'s 

service commitments and system requirements based on the applicable trust services criteria. 

Our examination also included performing such other procedures as we considered necessary in the circumstances. 

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical requirements 
relating to the engagement. 

Inherent Limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human error and the 
circumvention of controls. 
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Independent Service Auditor's Report 

 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the service organization’s 
service commitments and system requirements were achieved based on the applicable trust services criteria. Also, the projection to the 
future of any conclusions about the effectiveness of controls is subject to the risk that controls may become inadequate because of 
changes in conditions or that the degree of compliance with the policies or procedures may deteriorate. 

Opinion 

In our opinion, management’s assertion that the controls within Archer RE, Inc.'s Archer were effective throughout the period June 03, 
2025 to September 03, 2025, to provide reasonable assurance that Archer RE, Inc. service commitments and system requirements were 
achieved based on the applicable trust services criteria is fairly stated, in all material respects.  

 
Colorado Springs, Colorado 
October 21, 2025 
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Assertion of Management 

 

We are responsible for designing, implementing, operating, and maintaining effective controls within Archer RE, Inc.'s Archer (system) 
throughout the period June 03, 2025 to September 03, 2025, to provide reasonable assurance that Archer RE, Inc.’s service commitments 
and system requirements relevant to Security, Availability, and Confidentiality were achieved. Our description of the boundaries of the 
system is presented in the section of this report titled, “Description of Archer” and identifies the aspects of the system covered by our 
assertion. 

We have performed an evaluation of the effectiveness of the controls within the system throughout the period June 03, 2025 to 
September 03, 2025, to provide reasonable assurance that Archer RE, Inc.'s service commitments and system requirements were 
achieved based on the trust services criteria relevant to Security, Availability, and Confidentiality  (applicable trust services criteria) set 
forth in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised 
Points of Focus—2022) in AICPA, Trust Services Criteria. 

Archer RE, Inc.'s objectives for the system in applying the applicable trust services criteria are embodied in its service commitments and 
system requirements relevant to the applicable trust services criteria. The principal service commitments and system requirements 
related to the applicable trust services criteria are presented in the accompanying system description. 

There are inherent limitations in any system of internal control, including the possibility of human error and the circumvention of controls. 
Because of these inherent limitations, a service organization may achieve reasonable, but not absolute, assurance that its service 
commitments and system requirements are achieved. 

We assert that the controls within the system were effective throughout the period June 03, 2025 to September 03, 2025, to provide 
reasonable assurance that Archer RE, Inc.'s service commitments and system requirements were achieved based on the applicable trust 
services criteria. 

Archer RE, Inc. Management 
October 21, 2025 
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COMPANY BACKGROUND 

Archer RE, Inc. was founded in 2019 by Thomas Foley and Fred Canney to address the growing challenges faced by CRE investment firms 
in an increasingly competitive and data-driven market. Traditional methods and tools are no longer sufficient to keep pace with the 
volume of data and the speed required to make informed investment analysis decisions. 

The Problem: 

• Increased competition: Dry powder has doubled in the last decade, intensifying competition for deals. 
• Data expansion: The amount of available data is overwhelming, and existing tools fail to connect and leverage it effectively. 
• Inefficient processes: Market selection, deal sourcing, and underwriting remain time-consuming and manual. 

The Old-World Solution (and why it's failing): 

• Offshore resources: Expensive, unreliable, and often lacking in quality. 
• Parsing-only solutions: Create disjointed workflows and slow down the process. 
• Inaction: Ignoring market changes and clinging to outdated methods. 

The New World Solution: Archer's RE Investment Intelligence: 

Archer's platform introduces a new paradigm: Real Estate Intelligence. This approach empowers CRE professionals to: 

• Scale without increasing headcount: Achieve greater efficiency and productivity with existing teams. 
• Accelerate underwriting: Reduce underwriting time from days to minutes, enabling rapid market analysis. 
• Connect workflows: Seamlessly integrate market strategy, deal sourcing, and underwriting into a unified process. 
• Elevate analyst performance: Empower analysts with tools and data to operate at peak efficiency. 

Archer's RE Investment Intelligence Platform: 

• Virtual deal assistant: Works 24/7, remembers key data created by the customer, and continuously improves. 
• Unified workflow: Brings all RE investment activities (market analysis, deal sourcing, parsing, underwriting, comps, and deal 

pipeline) into a single platform. 
• Cloud-powered data: Stores data from every step, enhancing future activities with historical insights. 

Key Features and Benefits: 

• Underwriting in <1 minute: Achieve complete accuracy and unparalleled speed. 
• Integrated workflow: Manage all CRE activities in one central platform. 
• Excel integration: Connect Excel data to the deal pipeline, leveraging existing models. 
• Bring Your Own Model: Flexibility to use Archer's proprietary model or your own. 
• Automated parsing: Streamline data extraction and analysis. 
• Bulk underwriting: Efficiently analyze lists of deals. 
• Market analysis: Identify and evaluate target markets. 
• Deal sourcing: Source and track deals effectively. 
• Comps: Access comparable property data. 
• Deal pipeline: Manage the entire deal lifecycle. 
• Data-driven insights: Leverage data from each workflow step to inform others. 

Proof Points: 

• Full underwrites in <1 minute: Demonstrated speed and efficiency. 
• Predictive underwrites: Generate accurate underwrites even without complete financials. 
• Market data integration: Inform strategy scores with comprehensive market data. 
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• Deal-driven analysis: Use new deals to drive underwriting analysis. 
• Data-powered pipeline: Extract underwriting data to power the deal pipeline and comps. 
• Seamless Excel integration: Save to Archer with one click and work within existing Excel models. 

DESCRIPTION OF SERVICES OVERVIEW OR SERVICES PROVIDED 

Archer RE, Inc. supports customers in the multifamily real estate industry across the United States. 

Archer's product is a software platform with integrated Excel tools that enable users to accelerate market analysis, deal sourcing, 
underwriting processes, and deal management practices. 

Key features and benefits include: 

• Comprehensive data and analytics: Provides a baseline set of property and market information with software and Excel tool 
overlays. 

• Streamlined workflows: Automates key tasks in market analysis, deal sourcing, underwriting, and portfolio management. 
• Improved decision-making: Enables users to identify target markets, test investment strategies, evaluate properties, and make 

informed decisions faster. 
• Enhanced collaboration: Facilitates seamless data sharing and collaboration among team members. 
• Unique data integration: Moves data between the cloud and desktop using API keys and smart data structuring, allowing users to 

leverage their existing Excel models. 

In short, Archer empowers CRE professionals to: 

• Gain a competitive edge: Capture all key parsing and underwriting details in one place. 
• Enter new markets with confidence: Quickly evaluate and enter new markets with access to comprehensive market data and deal 

flow. 
• Close more deals: Accelerate the entire CRE investment process from market analysis to deal closing. 

PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS 

Archer RE, Inc. has established processes, policies, and procedures to meet its objectives related to its Archer software as a service system 
(the ‘System’). Those objectives are based on the purpose, vision, and values of Archer RE, Inc., as well as commitments that Archer RE, 
Inc. makes to user entities, the requirements of laws and regulations that apply to Archer RE, Inc.’s activities, and the operational 
requirements that Archer RE, Inc. has established. 

Commitments are documented and communicated in customer agreements, as well as in public descriptions of the System. The 
operational requirements are communicated in Archer RE, Inc.’s processes, policies, and procedures, system design documentation, and 
customer agreements. This includes policies around how the System is designed and developed, how the System is operated, how the 
system components are managed, and how employees are hired, developed, and managed to support the System. 

Security commitments include, but are not limited to, the following: 

• System features and configuration settings are designed to authorize user access while restricting unauthorized users from 
accessing information not needed for their role. 

• Use of intrusion detection systems to prevent and identify potential security attacks from users outside the boundaries of the 
system. 

• Regular vulnerability scans over the system and network, and penetration tests over the production environment. 
• Operational procedures for managing security incidents and breaches, including notification procedures. 
• Use of encryption technologies to protect customer data both at rest and in transit. 
• Use of data retention and data disposal. 
• Uptime availability of production systems. 
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Confidentiality commitments include, but are not limited to, the following: 

• The use of encryption technologies to protect system data both at rest and in transit. 
• Confidentiality and non-disclosure agreements with employees, contractors, and third parties. 
• Confidential information must be used only for the purposes explicitly stated in agreements between Archer RE and user entities. 

Availability commitments include, but are not limited to, the following: 

• System performance and availability monitoring mechanisms to help ensure the consistent delivery of the system and its 
components. 

• Responding to customer requests in a reasonably timely manner. 
• Business continuity and disaster recovery plans that include detailed instructions, recovery point objectives (RPOs), recovery time 

objectives (RTOs), roles, and responsibilities. 
• Operational procedures supporting the achievement of availability commitments to user entities. 

COMPONENTS OF THE SYSTEM 

Infrastructure 

Archer RE, Inc.’s primary infrastructure used to provide the System includes the cloud-hosted networking, computing, and database 
components of Microsoft Azure and Amazon Web Services. 

Primary Infrastructure 

System Type Description 

Azure Virtual Machines Cloud Compute Secure and resizable compute capacity (virtual servers) in the cloud. 

PostgreSQL Data storage Open-source relational database management system emphasizing 
extensibility and SQL compliance, hosted on Azure 

File Storage (S3) Data storage File Storage on AWS S3 

Azure Application 
Gateway with WAF 

Application Gateway Application gateway to route all the traffic to respective services 
enabled with Azure Global WAF 

Azure Platform Managed 
Keys 

Key Management Azure platform-managed cryptographic keys are used to protect 
data. 

Software 

The primary software is used to support Archer RE, Inc.’s system. 

Primary Software 

Software Purpose 

AWS CloudTrail Enables auditing, security monitoring, and operational troubleshooting by tracking user activity 
and API usage on AWS. 

AWS GuardDuty A threat detection service that continuously monitors AWS accounts and workloads for malicious 
activity and delivers detailed security findings for visibility and remediation. 
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Microsoft Defender An antivirus platform on Azure that helps to identify various malware, provides real-time 
notification, and gives security tips on Azure infrastructure 

New Relic Logging and Monitoring system for all the logs created from servers and applications 

Wazuh SIEM solution for monitoring unusual activity on network devices  

GitHub Source code repository used to manage the software code and version control. 

Microsoft 365 A suite of enterprise productivity, collaboration, and communication tools. 

People 

Archer RE, Inc. has 16 people who are organized into the following functional areas: 

• Leadership: The executive level is responsible for corporate governance. 
• Product: Responsible for managing the roadmap of requirements and balancing the Engineering team's priorities. 
• Engineering: Responsible for building and maintaining the infrastructure and software. 
• Customer Success: Responsible for the customer experience, support, and services. 
• Sales: Responsible for onboarding new customers and aligning requirements. 
• Marketing: Responsible for branding, market positioning, and attracting customers. 

Data 

The data collected and processed by Archer RE, Inc. includes the following types: 

• Basic personal details: name, email, contact details. 
• User activity: user activity within the software. 
• Property information: financial and operating performance for properties owned, operated, or analyzed by each customer. 

PROCESSES, POLICIES, AND PROCEDURES 

Processes, policies, and procedures are established that set the standards and requirements of the System. All personnel are expected 
to comply with Archer RE, Inc.’s policies and procedures that define how the System should be managed. The documented policies and 
procedures are shared with all Archer RE, Inc. employees and can be referred to as needed. 

Compliance Management Platform 

Archer RE, Inc. uses compliance automation software, Drata, to support the design, implementation, operation, monitoring, and 

documentation of internal controls. Drata leverages APIs to centralize the monitoring of Archer RE, Inc.’s information assets across their 

infrastructure provider, identity manager, code repository, and endpoint devices. These APIs, in combination with compliance 

automation functions in Drata, support the continuous monitoring of control activities for Archer RE, Inc.'s people, devices, policies, 

procedures, and plans, risk assessments, third-party vendor assessments, system monitoring, and the security configurations of these 

critical systems. 

Using Drata does not reduce management’s responsibility for designing, implementing, and operating an effective system of internal 
control. Archer RE, Inc. evaluates the accuracy and completeness of the information stored in Drata and conducts annual vendor risk 
assessments, including a review of Drata’s SOC 2 Type 2 reports that include the trust services criteria related to processing integrity.  
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Logical Access 

Archer RE, Inc.’s logical access processes restrict access to the infrastructure, software, and data to only those who are authorized for 
access. Access is based on the concept of least privilege, which limits the system components and access privileges to the minimum level 
required to fulfill job responsibilities. 

The in-scope systems require approval and individual authentication practices prior to gaining access. Access management processes are 
followed to ensure new and modified access is approved, terminated users' access is removed, and access rights are periodically reviewed 
and adjusted when no longer required. Additional information security policies and procedures require Archer RE, Inc. employees to use 
the systems and data in an appropriate and authorized manner. 

Automated and manual security practices are used to protect the perimeter security and network to prevent unauthorized access 
attempts and tampering from third-party actors with malicious intent. Those include applying encryption of data and communications, 
periodic testing for and remediation of technical vulnerabilities, and applying network controls like firewalls and event monitoring to 
prevent and detect unauthorized activity. 

Archer RE, Inc. employee workstations are required to follow defined security practices to mitigate the risks of data leakage and malware 
that may compromise the devices, system access, and sensitive data. 

System Operations 

Backup and restoration procedures for the System are defined and followed. The System is monitored through a combination of 

automated and manual processes to prevent and detect any issues with the infrastructure, software, and data. Alerts and logs are 

monitored with incident management processes defined for handling and resolving adverse events. 

Archer RE, Inc.’s critical infrastructure and data are hosted by Microsoft Azure and Amazon Web Services with multiple availability 

zones to provide failover capability in the event of an outage of one of the data centers. Redundancy, disaster recovery, in continuity 

considerations are built into the system design of Microsoft Azure and Amazon Web Services to support Archer RE, Inc.’s availability 

objectives. These are supported by system monitoring, incident management processes, and defined recovery and continuity plans. 

Change Control 

Archer RE, Inc. operates a defined process for software development with supporting policies and procedures. Change requests and 
requirements are logged and prioritized for development. Changes include those related to functionality improvements, bug fixes, 
security, and reliability-related enhancements, and other updates to the Archer software to support Archer RE, Inc.’s System and 
objectives. 

Separate environments are used to support development and testing activities in isolation from the production environment. GitHub 
version control software is used for the code repository that tracks all changes to the Archer software, including managing versions and 
roll-back capability in the event of a failed change release. Changes to the infrastructure configurations and settings are managed as 
code, subject to the same process steps and checks prior to impacting the production environment. 

Data Governance 
Archer RE, Inc. uses data to support the System's objectives and services. An approach to effective data governance has been established 
to understand and communicate the data that is used in the System, the objectives and requirements of that data, and the commitments 
of Archer RE, Inc. 

Established processes, policies, and procedures define the operational requirements for data governance, including how data is classified, 
handled, and used by the System in supporting the objectives and services. 
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BOUNDARIES OF THE SYSTEM 

The scope of this report includes the Archer software as a service system (the ‘System’). This report does not include the cloud hosting 
services provided by Microsoft Azure and Amazon Web Services. 

SOC 2 TRUST SERVICES CRITERIA 

Trust Services Categories Selected by Archer RE, Inc. 

Common Criteria for the Security, Availability, and Confidentiality Categories 

Security refers to the protection of 

i. information during its collection or creation, use, processing, transmission, and storage, and 
ii. systems that use electronic information to process, transmit, or transfer, and store information to enable the entity 

to meet its objectives. Controls over security prevent or detect the breakdown and circumvention of segregation of 
duties, system failure, incorrect processing, theft or other unauthorized removal of information or system resources, 
misuse of software, and improper access to or use of, alteration, destruction, or disclosure of information. 

 

  

Availability 

Availability refers to the accessibility of information used by the entity's systems, as well as the products or services 
provided to its customers. The availability objective does not, in itself, set a minimum acceptable performance level; it 
does not address system functionality (the specific functions a system performs) or usability (the ability of users to apply 
system functions to the performance of specific tasks or problems). However, it does address whether systems include 
controls to support accessibility for operation, monitoring, and maintenance. 

 

  

Confidentiality 

The confidentiality criterion addresses the protection of information designated as confidential from unauthorized 
access and disclosure. This includes data that may be considered sensitive for legal or business reasons and is typically 
protected through encryption, access controls, and network firewalls to ensure that only authorized individuals can 
access the information. 

RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK ASSESSMENT PROCESS, INFORMATION AND 
COMMUNICATION, AND MONITORING 

CONTROL ENVIRONMENT 

Integrity and Ethical Values 

The effectiveness of controls is dependent on the integrity and ethical values of the people who implement, manage, and monitor them. 
Integrity and ethical values are important foundations of Archer RE, Inc.’s control environment, affecting the design, implementation, 
and monitoring of the controls. Integrity and ethical behavior are supported by Archer RE, Inc.’s culture, governance, hiring and 
onboarding practices, ethical and behavioral standards, the way those are communicated, and how they are reinforced in practice. They 
include management’s actions to remove or reduce incentives and temptations that might prompt personnel to engage in dishonest, 
illegal, or unethical acts. They also include the communication of entity values and behavioral standards to personnel through policy 
statements and codes of conduct, as well as by example. 
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Commitment to Competence 

Archer RE, Inc.’s competence of employees includes the knowledge and skills necessary to accomplish employees’ roles and 
responsibilities in support of Archer RE, Inc.’s objectives and commitments. Management’s commitment to competence includes careful 
consideration of the competence levels required for each role, the requisite skills, knowledge, and experience, and the actual 
performance of individuals, teams, and the company as a whole. 

Management's Philosophy and Operating Style 

Archer RE, Inc.’s management philosophy and operating style are a purpose-driven, risk-based approach to pursuing the company's 
objectives and satisfying Archer RE, Inc.’s commitments. Risk-taking is an essential part of pursuing the objectives. A formal approach is 
taken to understanding those risks and being deliberate about which risks are acceptable and where risk mitigation actions are required. 

Organizational Structure and Assignment of Authority and Responsibility 

Archer RE, Inc.’s organizational structure provides the framework within which its activities for achieving the objectives are planned, 
executed, managed, and monitored. An organizational structure has been developed to suit Archer RE, Inc.’s needs and is revised over 
time as the company grows and requirements change. 

Roles and responsibilities are further established and communicated through documented policies and job descriptions as part of 
individual performance review processes, reviewing and communicating team and functional performance, and the various operational 
team and governance meetings. 

Human Resource Policies and Practices 

Archer RE, Inc.’s employees are the foundation for achieving the objectives and commitments. Archer RE, Inc.’s hiring, onboarding, and 
human resource practices are designed to attract, develop, and retain high-quality employees. That includes training and development, 
performance evaluations, compensation and promotions, providing personal support and perks for individuals, recognizing team and 
company success, and building a culture of alignment to a shared purpose and vision. It also includes disciplinary processes and business 
planning to avoid single-person dependencies to ensure the objectives and commitments are not reliant on individuals. 

RISK ASSESSMENT PROCESS 

Risk Assessments 
Archer RE, Inc.’s risk assessment process identifies and manages risks that threaten the achievement of the objectives and commitments. 
This includes risks that may affect the security, reliability, or integrity of the services provided to user organizations and other interested 
stakeholders. 

A formal process is followed to identify, assess, treat, and monitor the risks to ensure the risks are aligned with the risk appetite and 
objectives of Archer RE, Inc., and mitigated or avoided where appropriate. Risks identified in this process include: 

• Operational risk – changes in the environment, staff, or management personnel, reliance on third parties, and threats to the 
security, reliability, and integrity of Archer RE, Inc.’s operations. 

• Strategic risk – new technologies, changing business models, and shifts within the industry. 
• Compliance – legal and regulatory obligations and changes. 
• Financial – the sustainability of Archer RE, Inc. and resources supporting the objectives. 
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These risks are identified by Archer RE, Inc. management, employees, and third-party stakeholders, and updated in the risk register as a 
single source of monitoring the risks. The formal risk assessments ensure the ongoing commitment of management and support 
completeness and an evolving view of the risk landscape in Archer RE, Inc.’s context. 

Integration with Risk Assessment 

Established internal controls include Archer RE, Inc.’s policies, procedures, automated system functions, and manual activities. The 
controls are designed and implemented to address the identified risks and to meet the obligations and criteria set by laws, regulations, 
customer commitments, and other compliance obligations. The controls follow a continual improvement methodology in consideration 
of the costs and benefits of such control improvements and recognizing the changing landscape and requirements of those controls as 
Archer RE, Inc. grows and the associated risks change. 

INFORMATION AND COMMUNICATION SYSTEMS 

Information and communication are a core part of Archer RE, Inc.’s internal control system. It is the process of identifying, capturing, and 
exchanging information in the form and time frame necessary to conduct, manage, and control Archer RE, Inc.’s operations effectively. 
The information and communication systems consider the internal control requirements, operating requirements, and the needs of 
interested parties, including employees, customers, third-party vendors, regulators, and shareholders. 

The information and communication systems include central tracking systems that support Archer RE, Inc.’s established processes, as 
well as various meetings and documented policies, procedures, and organizational knowledge. 

MONITORING CONTROLS 

Management monitors the controls to ensure that they are operating as intended and that controls are modified and continually 
improved over time. Leadership, culture, and communication of the controls are important enablers to the effectiveness of the controls 
in practice. This ensures buy-in amongst the employees and empowers Archer RE, Inc.’s team and individuals to prioritize the 
performance and continual improvement of the controls. Evaluations are performed during the course of business, in management 
reviews, and by independent auditors to assess the design and operating effectiveness of the controls. Deficiencies that are identified 
are communicated to the responsible control owners to agree on remediation actions or reinforce the control requirements and 
importance. Corrective actions are tracked with agreed timelines and ownership for remediation, with ownership of management and 
the Board for ensuring appropriate actions are completed in a timely manner.   

CHANGES TO THE SYSTEM IN THE LAST 12 MONTHS 
Archer transitioned web hosting services for the main database from Amazon Web Services to Microsoft Azure in December 2024. Other 
than this transition and the implementation of policies, controls, and practices designed to meet SOC 2 compliance, no other significant 
changes have occurred to the services provided to user entities in the 12 months preceding the end of the review period. 

INCIDENTS IN THE LAST 12 MONTHS 
No significant incidents have occurred in the services provided to user entities in the 12 months preceding the end of the review period. 

CRITERIA NOT APPLICABLE TO THE SYSTEM 

SOC 2 

All Common Criteria/Security, Availability, and Confidentiality Trust Services Criteria are applicable to Archer RE, Inc.’s Archer 
System. 
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COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS 

This report does not include the cloud hosting services provided by Amazon Web Services and Microsoft Azure.  

SUBSERVICE DESCRIPTION OF SERVICES 

Microsoft Azure and Amazon Web Services provide a highly reliable, scalable, low-cost infrastructure platform in the cloud that powers 
hundreds of thousands of businesses in 190 countries around the world. With data center locations in the U.S., Europe, Brazil, Singapore, 
Japan, and Australia. 

COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS 

Archer RE, Inc.’s services are designed with the assumption that certain controls will be implemented by subservice organizations. Such 

controls are called complementary subservice organization controls. It is not feasible for all of the Agreed Criteria related to Archer RE, 

Inc.’s services to be solely achieved by Archer RE, Inc.'s control procedures. Accordingly, subservice organizations, in conjunction with 

the services, should establish their own internal controls or procedures to complement those of Archer RE, Inc. 

The following subservice organization controls should be implemented by Amazon Web Services to provide additional assurance that 

the Agreed Criteria described within this report are met. 

Subservice Organization – Microsoft Azure and Amazon Web Services 

Category Criteria Control 
Common 
Criteria/ Security 

CC6.1-CC6.8 Logical access measures are established and followed to ensure access to systems and 
data is restricted to authorized personnel, with technical safeguards and ongoing 
assessments to reduce the risk of system and data breaches. 

CC6.4 Physical access to data centers is approved by an authorized individual. 
Physical access is revoked within 24 hours of the employee or vendor record being 
deactivated. 
Physical access to data centers is reviewed on a quarterly basis by appropriate 
personnel. 
Physical access points to server locations are recorded by closed-circuit television 
cameras (‘CCTV’). Images are retained for 90 days unless limited by legal or contractual 
obligations. 
Physical access points to server locations are managed by electronic access control 
devices. 
Electronic intrusion detection systems are installed within data server locations to 
monitor, detect, and automatically alert appropriate personnel of security incidents. 

CC7.1-CC7.5 Incident management and response policies and procedures are established and 
followed to identify, analyze, classify, respond to, and resolve adverse events. 

CC8.1 Formal processes are established and followed to ensure system changes are 
documented, tracked, prioritized, developed, tested, and approved prior to deployment 
into production. 
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Availability A1.2 Microsoft and Amazon-owned data centers are protected by fire detection and 
suppression systems. 
Microsoft and Amazon-owned data centers are air-conditioned to maintain appropriate 
atmospheric conditions. Personnel and systems monitor and control air temperature 
and humidity at appropriate levels. 
Uninterruptible Power Supply (‘UPS’) units provide backup power in the event of an 
electrical failure in Amazon-owned data centers. 
Microsoft and Amazon-owned data centers have generators to provide backup power in 
case of electrical failure. 
Contracts are in place with third-party colocation service providers, which include 
provisions to provide fire suppression systems, air conditioning to maintain appropriate 
atmospheric conditions, Uninterruptible Power Supply (UPS) units, and redundant 
power supplies. 
Microsoft Azure and Amazon Web Services perform periodic reviews of colocation 
service providers to validate adherence with their respective operational standards. 
If enabled by the customer, RDS backs up customer databases, stores backups for user-
defined retention periods, and supports point-in-time recovery. 
Critical Microsoft Azure and Amazon Web Services system components are replicated 
across multiple Availability Zones, and backups are maintained. 

Archer RE, Inc. engages subservice organizations to support its services and requires them, through contractual obligations, to maintain 
the confidentiality of customer information. Management conducts due diligence and reviews SOC 2 or equivalent reports annually to 
confirm that appropriate safeguards, such as encryption, access restrictions, and secure disposal, are in place. Subservice organizations 
are also required to notify Archer RE, Inc. of any incidents that could affect the confidentiality of customer data. 

COMPLEMENTARY USER ENTITY CONTROLS 

Archer RE, Inc.’s services are designed with the assumption that certain controls will be implemented by user entities. Such controls are 
called complementary user entity controls. It is not feasible for all of the Agreed Criteria related to Archer RE, Inc.’s services to be solely 
achieved by Archer RE, Inc.'s control procedures. Accordingly, user entities, in conjunction with the services, should establish their own 
internal controls or procedures to complement those of Archer RE, Inc. 

The following complementary user entity controls should be implemented by user entities to provide additional assurance that the 
Agreed Criteria described within this report are met. As these items represent only a part of the control considerations that might be 
pertinent at the user entities’ locations, user entities’ auditors should exercise judgment in selecting and reviewing these complementary 
user entity controls. 

User entities are responsible for: 

• Understanding and complying with Archer RE, Inc.’s terms of service. 
• Administering their users’ access rights, including approval, removal, and periodic review to ensure access is appropriate. 
• Ensuring multi-factor authentication is applied by personnel if required. 
• Ensuring the supervision, management, and control of the use of Archer RE, Inc.’s services by their personnel. 

Develop their own disaster recovery and business continuity plans that address the inability to access or utilize Archer RE, Inc. services 
for any critical reliance on these services. 
 


